
You can't block it all. New sites come up all the time. New content is created all the
time. It's a very profitable business, so you can't get rid of it. What you can do is limit
how much gets in. There are three main areas you can affect. One affects every
computer and smartphone connected to your home network, and the other two block
content by the user logged into Google's services.

1. Change the name server on your wifi router

2. Set Google preferences to block "explicit" results

3. Set YouTube preferences to block "explicit" results

Item 1. Blocking (some) porn at the wifi router.
The Wifi router at your house sees every internet request from every device. If you can
intercept those requests at the router, you can influence what comes into the house.
Unfortunately there's not a universal system to identify or block offensive content, so
we have to go with an imperfect solution that prevents us from getting to lots of things.

How the internet name service works:

When you type in http://www.google.com, your computer wants to connect to a
computer at Google's data center.

The Internet uses numbers to identify each device - a unique number for every
computer on the Internet. (an IP addresses, or TCP/IP address)

In order for you to get to the computer, the internet makes it simpler by letting you
search by name rather than remember the number. Back in the day we used a thing
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called a phone book to translate between people's names and their phone numbers.
The Internet has an automatic system for that called DNS (Domain Name System.)

When you type in http://www.google.com, your web browser automatically sends a
request to the DNS server to translate that to an IP address. This happens in the
background - like magic.

What we're going to do is switch out the DNS server that our internet provider gives us
with another server. That new DNS server looks at every request and compares the
request against a list (a blacklist) of sites that have objectionable content. When the
site matches one on the blacklist, it sends the user to a page that says "Oops. This site
is blocked"

How your tablet or computer gets an IP address:

When you connect your device to WiFi, the WiFi router gives your device an IP address,
and sends it some configuration information to tell it where to look up names. This is
controlled through a service called Dynamic Host Configuration Protocol (DHCP)

To make the change that affects all the devices at your house, you'll need to configure
your WiFi router to NOT use the DNS servers from your internet provider - but instead
to use the DNS servers from the company that offers filtering services.

You'll make a change to the DHCP information that every device receives when it
conencts to your WiFi router. (Specific instructions follow)
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Configure home for openDNS
Go to http://OpenDNS.com and select "Personal"
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Home Internet Security | OpenDNS
Select the "open DNS Home" option. This gives you all the benefits of "Family Shield"
AND gives you the ability to add sites that your family needs to get access to.

In our case, the Hanes site was blocked, and I like Hanes undershirts. Since Hanes is
under the "underwear" category, it's on the blacklist. There's a way to "white list" the
site using the "Open DNS Home" option.
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OpenDNS Store > Free Parental Controls Sign-Up
Fill in the details to create your account.
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OpenDNS - Setup Guide
1. If you know how to connect to your router and change the DHCP settings, all you
need to know is the DNS addresses.

2. If you don't know the nerdy details of your router, there's a database to help!
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OpenDNS : Router Configuration (best for home
use)
search for your router brand and model #, then follow the specific instructions for
YOUR router.
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Now we need to change Google so that it blocks
explicit content
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Sign in - Google Accounts
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Google
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Search Settings

Blocking (some) porn from the
computers at your house

BLOCKING (SOME) PORN FROM THE COMPUTERS AT YOUR HOUSE 12



Sign in - Google Accounts
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SafeSearch Filtering
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SafeSearch Filtering
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Search Settings
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Settings are saved

YouTube - change your settings to block explicit
content
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Google Accounts
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YouTube

Blocking (some) porn from the
computers at your house

BLOCKING (SOME) PORN FROM THE COMPUTERS AT YOUR HOUSE 19



YouTube Settings
Why does YouTube think I love Billy Joel?

1. Click the restricted mode, then

2. select "Restricted mode on"
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YouTube
1. I also recommend that you "lock restricted mode on this browser" and

2. Save your settings
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Sign in - Google Accounts
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YouTube
Check to see that

1. restricted mode is on and

2. is also locked

Your're done!
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