Blocking (some) porn from the

computers at your house

You can't block it all. New sites come up all the time. New content is created all the
time. It's a very profitable business, so you can't get rid of it. What you can do is limit
how much gets in. There are three main areas you can affect. One affects every
computer and smartphone connected to your home network, and the other two block
content by the user logged into Google's services.

1. Change the name server on your wifi router
2. Set Google preferences to block "explicit" results

3. Set YouTube preferences to block "explicit" results

Item 1. Blocking (some) porn at the wifi router.

The Wifi router at your house sees every internet request from every device. If you can
intercept those requests at the router, you can influence what comes into the house.
Unfortunately there's not a universal system to identify or block offensive content, so
we have to go with an imperfect solution that prevents us from getting to lots of things.

How the internet name service works:

When you type in http://www.google.com, your computer wants to connect to a
computer at Google's data center.

The Internet uses numbers to identify each device - a unique number for every
computer on the Internet. (an IP addresses, or TCP/IP address)

In order for you to get to the computer, the internet makes it simpler by letting you
search by name rather than remember the number. Back in the day we used a thing
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called a phone book to translate between people's names and their phone numbers.
The Internet has an automatic system for that called DNS (Domain Name System.)

When you type in http://www.google.com, your web browser automatically sends a
request to the DNS server to translate that to an IP address. This happens in the
background - like magic.

What we're going to do is switch out the DNS server that our internet provider gives us
with another server. That new DNS server looks at every request and compares the
request against a list (a blacklist) of sites that have objectionable content. When the
site matches one on the blacklist, it sends the user to a page that says "Oops. This site
is blocked"

How your tablet or computer gets an IP address:

When you connect your device to WiFi, the WiFi router gives your device an |IP address,
and sends it some configuration information to tell it where to look up names. This is
controlled through a service called Dynamic Host Configuration Protocol (DHCP)

To make the change that affects all the devices at your house, you'll need to configure
your WiFi router to NOT use the DNS servers from your internet provider - but instead
to use the DNS servers from the company that offers filtering services.

You'll make a change to the DHCP information that every device receives when it
conencts to your WiFi router. (Specific instructions follow)
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Configure home for openDNS

Go to http://OpenDNS.com and select "Personal”

[ ) ® < lim] % @0 @ opendns.com

alaln OpenDNS is now part of Cisco Learn More »
cisco

UDeHDNS =  BUSINESS  MSP & PARTNERS  PERSONAL  ABOUT US

TAKE YOUR

SECURITY FURTHER®

MSP AND PARTNERS BUSINESS

Reduce time reacting to malware Predict attacks before they happen
Unique ﬂR‘gduct for MSPs Expand threat protection beyond the perimeter
APIl-level integrations Remove your DNS blind spot

h#tne:/lanana anandne raminartnare/

o

About Cisco

PERSONAL

Noticeably faster internet access
Flexible parental controls
Identity theft protection

LEARN MORE

—
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Home Internet Security | OpenDNS

Select the "open DNS Home" option. This gives you all the benefits of "Family Shield"
AND gives you the ability to add sites that your family needs to get access to.

In our case, the Hanes site was blocked, and | like Hanes undershirts. Since Hanes is
under the "underwear" category, it's on the blacklist. There's a way to "white list" the
site using the "Open DNS Home" option.

[ XON ] i > M L] @0 & opendns.com & i [l |T
alialn, OpenDNS is now part of Cisco Learn More » About Cisco
cisco
upenDNs PERSONAL Qa @ %

Parental Controls | Testimonials | Benefit Matrix | Premium DNS

o= IR

The easiest way to:make your Interne
K,
OpenDNS Family Shield OpenDNS Home OpenDNS Home VIP
FREE FREE $19.95/year
Preconfigured to block Our classic, free service OpenDNS Home package

adult content — set it & with customizable filtering plus one year of usage stats
forget it an."identity theft protection & optional white-list mode

SETUP GUIDE SIGN UP BUY NOW
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OpenDNS Store > Free Parental Controls Sign-Up

Fill in the details to create your account.

(4
]
+

@ store.opendns.com &

i

00 < [Em| L)

OpenDNS home

Create a free account

Already have an account? Sign in.

Email:

Your_email_Address@email.com
Confirm Email:
Your_email_Address@email.com

Password:

Confirm Password:
filtering keeps parents in cont
Learn more

What country are you in?

ited Stat &
Phishing protection United States
OpenDNS blocks phishing websites that try to steal
information by pretending to be a legitimate website. Su
confidence.
Learn more

Where did you hear about OpenDNS?

Friend/colleague recommendation

Where will you use this account?

Household

You're in good company

Over 30,000,000 homes, schools, and businesses of all sizes rely on By creating an account, you are agreeing to the
OpenDNS for a better Internet. OpenDNS Terms of Use and Privacy Policy.
k Just want free DNS without creating an account?
Back Go right ahead!

© 2015 OpenDNS - Terms of Service - Privacy Policy - Contact j SSL
135 Bluxome St, San Francisco, CA 94107
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OpenDNS - Setup Guide

1. If you know how to connect to your router and change the DHCP settings, all you
need to know is the DNS addresses.

2. If you don't know the nerdy details of your router, there's a database to help!

000 < Em} % [1a°) @ store.opendns.com @]

OpenDNS - Setup Guide

Ed
g

OpenDNS : Router Configuration (best for home use) =F

OpenDNS OpenDNS Setup Guide

NEXT STEP: CHANGE YOUR DNS FOR THE NERDS

= .
Thanks for choosing OpenDNS! To get started, you'll need to set up one or Our nameseryers are always:

208.67.222.222
208.67.220.220

ore of your devices to use OpenDNS's DNS Nameservers. For instructions

on\yow to do this, choose your device type from one of the categories below.

= [

() =
Home routers Computer Workstations and
Laptops
Servers Smart Devices (Phone, Tablets,

Game Consoles, etc.)
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OpenDNS : Router Configuration (best for home
use)

search for your router brand and model #, then follow the specific instructions for
YOUR router.

=
]

( ) o [Em] ] S @ support.opendns.com ]

OpenDNS - Setup Guide OpenDNS : Router Configuration (best for home use) +

OpenDNS.com Dashboard Community

UDEHDNS support

| clRMIT 8 BEAIEST | CHEAK YOUR EYICTING BEAIECTS |
FORUMS

Router Configuration

Forums / OpenDNS Device Configuration / Router Configuration (best for home use)

(best for ho =1

How to configure common routers to

use OpenDNS
Search

Overview | Recent

Buffalo Airstation WZR-1750DHP / WZR-1166DHP Configuration
Eden Aug 24

D-Link DIR-890L AC3200 Ultra Wi-Fi Router
Eden Sep 18

FamilyShield Router Configuration Instructions
Patrick Colford June 23, 2014

Generalized Router Configuration Instructions
Alexander Harrison March 3, 2014

Special Case: Satellite Internet (HughesNet, Etc)
Alexander Harrison July 24, 2014

Special Case: AT&T U-Verse
Alexander Harrison May 23, 2014

3COM Router Configuration

Alexander Harrison June 2, 2014

\» B B B B B BW
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Now we need to change Google so that it blocks
explicit content

0O < [Em| L] @ & google.com @] i} [l E

A better way to browse the web
Q
Get Google Chrome

Google

Google Search I'm Feeling Lucky

Calling all girls: code a movie scene for Hour of Code

Advertising Business About Privacy Terms Settings
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Sign in - Google Accounts

00O < [Em} L] S & accounts.google.com @] ] [ E

Google

One account. All of Google.

Sign in with your Google Account

Sign in with a different account

One Google Account for everything Google
GMROL DB E
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e0e < im] L] @ @ google.com

Google

Google Search I'm Feeling Lucky

Calling all girls: code a movie scene for Hour of Code

L3

Advertising Business About

Tom Gmail

€

images = @) 0

A better way to browse the web

Get Google Chrome

Privacy Terms <Settings )
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Tom Gmai Images i @) 0

A better way to browse the web
-
Get Google Chrome

Google

Google Search I'm Feeling Lucky

Calling all girls: code a movie scene for Hour of Code

Search settings
W

History

Search Help

Send feedback

Open “https://www.google.com/preferences?hl=en&fa=1" in a new tab behind the current one IFLIE) LG Sl
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Search Settings

ece <> m

s

& google.com (@]

Google

Search Settings

Search results
Languages

Help

SafeSearch filters
SafeSearch can help you block inappropriate or explicit images from your Google Search results. The
SafeSearch filter isn't 100% accurate, but it helps you avoid most violent and adult content.

[ Turn on SafeSearch.  Lock SafeSearch

L

G q

gle Instant predictions

When should we show you results as you type?

@) Only when my computer is fast enough.
Instant is currently on for web search. Manually change it below.

Always show Instant results.

Never show Instant results.

Results per page

Google Instant shows 10 results.
10 20 30 40 50 100

Private results

Private results help find more relevant content for you, including content and connections that only you can
see.

o Use private results

Do not use private results

Where results open

Tom

BLOCKING (SOME) PORN FROM THE COMPUTERS AT YOUR HOUSE

12



Blocking (some) porn from the

computers at your house

Sign in - Google Accounts

[ NON ) i 2y BE ] S & accounts.google.com @] i} a ,T
Google
Please re-enter your password
Sign out and sign in as a different user
About Google  Privacy Terms  Help E English (United States)
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SafeSearch Filtering

[ BON JNIRY [Em} L] @ & google.com ¢

g
3
o g

SafeSearch Filtering

« Back to Search settings
Lock SafeSearch

Locking SafeSearch sets SafeSearch to use strict filtering and restricts the ability of users to change this
preference. Strict filtering filters both explicit text and explicit images from your search results. Learn more

m In Safari, you must change your browser preferences to always accept cookies. Find out how

Lock SafeSearch Cancel
r
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SafeSearch Filtering

{ll

e0e < in| s O

& google.com (@]

Tom

SafeSearch Filtering

& «Back to Search settings ~=

A\ safeSearch is partially locked

SafeSearch was successfully locked on this domain, but we were not able to successfully lock SafeSearch across all Google
domains. This is probably because your browser is configured not to accept third party cookies. Learn how to change this
preference. You can use the verify option on the search settings page to try again.

To indicate that h is locked for from this browser we've added colored balls to the top of all search pages. If the
colored balls are not present, then SafeSearch is not locked. enLearn more

Web |mages Videos Mags lMews Shoppng Mal mars v

Google  cames (Seah] sememe

SateSearch s locked  Search: ® the wed © pages fom the UK

Web # Show cptions Resuks 1. 10 of about 997,000,000

wew google co Uk’ Play fun wideo games on yeu Google homepage

Play Games - Free Online Games at AddiclingGames! A stunning massively muliplayer

Play over 3000 free oriine games' Including arcade games. puzzle games. funny games. SR HAPUVAS S i |

5pots games. nooting games. and mors! New Fee games every Gay at ... IR S

Shooting - Bubble Squnews - Puzzle - Admmure

..MM‘"; et .'m;.m.: Py P — Free Games on Plan Planet
Games, Puzzies. Stoes & More

il Py 1 Explore the world with Plan!
Play Free Onlne Games sport= games masane mubplayer games action games puzzle worw: planplanet org/freegamestoriods

E
Fiay Over 100 Gamas Onine At Pogo
Sgn Up & Play For Free. Jon Teday

games. 4ash games and mors
§ Biall Pol - Spons - Action - Quick Fee Pool

« Back to Search settings
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Search Settings

00 O® < [2m]} L] 15} & google.com ¢ ] o .
Search results SafeSearch filters
Languages SafeSearch can help you block inappropriate or explicit images from your Google Search results. The
A n't 100% accurate, but it helps you avoid most violent and adult content.

Help

v/ Turn on SafeSearch. ") @ Unlock SafeSearch

Google Instant predictions
When should we show you results as you type?

e Only when my computer is fast enough.
Instant is currently on for web search. Manually change it below.

Always show Instant results.

Never show Instant results.

Results per page

Google Instant shows 10 results.
0 20 30 40 50 100

Private results

Private results help find more relevant content for you, including content and connections that only you can
see.

e Use private results

Do not use private results

Where results open

Open each selected result in a new browser window.

Search history

When signed in, you can receive more relevant results and recommendations based on your search activity.
You can turn off or edit your search history at any time.

Cancel

Saved settinas are available whenever vou sian in.
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Settings are saved

From "https://www.google.com":

Your preferences have been saved

G

YouTube - change your settings to block explicit
content

00O < 0 ] @9 & youtube.com ¢ t a u
(I Tube [ Q ( [ s | )
BBBBBBBBBBBBB
Popular on YouTub:
Mu
Sport:
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Google Accounts

Google

Choose an account

Q Tom Cooper N
3 L |

0 Tom Cooper N
|
k
Add account Remove
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YouTube

E
‘@
B

[Em] L] © & accounts.google.com ¢

Google

One account. All of Google.

Sign in to continue to YouTube

Sign in with a different account

One Google Account for everything Google
GMRO L RDEO
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YouTube Settings
Why does YouTube think | love Billy Joel?
1. Click the restricted mode, then

2. select "Restricted mode on"

[ ) ® < [Em] L] @e @ youtube.com [ t () F

YouQ i3 Q Upload 0 0

62,842 views + 1 month ago 34,464 views + 1 month ago 33,757 views * 1 month ago
© My Channel

Subscriptions

' billyjoelVEVO Recommended channel for you I Subscribe RFFALI

a
X History
© Watch Later

PLAYLISTS >
= Favorites Ny .
= vévo,_ | vevo } g 405
SUBSCRIPTIONS Billy Joel - Piano Man Billy Joel - We Didn't Start the Billy Joel - Uptown Girl Billy Joel - The Longest Time
by billyjoelVEVO Fire (Official Video) by billyjoelVEVO by billyjoelVEVO
32,516,619 views * 5 years ago by billyjoelVEVO 32,313,849 views * 6 years ago 16,439,970 views + 6 years ago
Add channels 33,443,226 views - 6 years ago
€3] Popular on YouTube
[®] Music Load more
1 Sports
|| Gaming

C

© Browse channels

V(11 Tube 89 Language: English ~ Country: Worldwide ~ Restricted Mode: Off X History @ Help

£+ Manage subscriptions

Restricted Mode

o Restricted Mode hides videos that may contain inappropriate content flagged by users and other signals. No filter is 100% accurate, but it should help you avoid most inappropriate content.
« Your Restricted Mode setting will apply to this browser only.

QRo off

Lock Reftricted Mode on this browser

@ YouTube Red

L)

Restricyfd Mode lock prevents others from changing the Restricted Mode settings on this browser.

Save
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YouTube

1. | also recommend that you "lock restricted mode on this browser" and

2. Save your settings

0O < 2m] L] @e & youtube.com 3 i} ) ‘_'_

\(MTube Q we 0 @@
EXZN e, e
33,757 views + 1 month ago

© Mych | 62,842 views + 1 month ago 34,464 views + 1 month ago
y Channel
i@ Subscriptions L »
. billyjoelVEVO Recommended channel for you [ > JETLEEN 172,161
% History _
© Watch Later
PLAYLISTS 4
. NG
= Favorites y \
VO, ) vevo 1 g - 4:05
SUBSCRIPTIONS Billy Joel - Piano Man Billy Joel - We Didn't Start the Billy Joel - Uptown Girl Billy Joel - The Longest Time
by billyjoelVEVO Fire (Official Video) by billyjoelVEVO by billyjoelVEVO
32,516,619 views * 5 years ago by billyjoelVEVO 32,313,849 views * 6 years ago 16,439,970 views * 6 years ago
Add channels 33,443,226 views * 6 years ago
€3] Popular on YouTube
[®] Music Load more
24 Sports
|| Gaming
© Browse channels
Yuu Tube A@ Language: English ¥ Country: Worldwide ~ Restricted Mode: Off + X History 0 Help

£} Manage subscriptions

Restricted Mode
o Restricted Mode hides videos that may contain inappropriate content flagged by users and other signals. No filter is 100% accurate, but it should help you avoid most inappropriate content.
« Your Restricted Mode setting will apply to this browser only.

©@ YouTube Red

o O
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Sign in - Google Accounts

000 < (Em] L] 1o & accounts.google.com ¢ t 3 | [

Google

Please re-enter your password

Tom Cooper

Sign in with a different account

About Google ~ Privacy Terms  Help B English (United States)
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YouTube
Check to see that

1. restricted mode is on and

2. is also locked

eee <> D s | 09 T — ool
YOU Q Upload Q 0
m Home Subscriptions

@ My Channel
i@ Subscriptions PassionVEVO Recommended channel for you 110,700
% History
© Watch Later
PLAYLISTS
= Favorites
Passion - Even So Come How Great Is Our God (World Passion - My Heart Is Yours Passion - Let It Be Jesus
SUBSCRIPTIONS (Live) ft. Kristian Stanfill Edition) [feat. Chris Tomlin] (Live) ft. Kristian Stanfill (Live) ft. Christy Nockels
by PassionVEVO by PassionVEVO by PassionVEVO by PassionVEVO

1,276,568 views + 6 months ago 6,480,190 views * 2 years ago 2,006,088 views * 1 year ago 1,408,218 views * 1 year ago
Add channels

Lx] Popular on YouTube

[®] Music
| ¥] Sports

Load more

Lzl Gaming

© Browse channels 9O Language: English ¥ Country: Worldwide ¥ Restricted Mode: On

X History @ Hep

4} Manage subscriptions

Restricted Mode

© YouTube Red o Restricted Mode hides videos that may contain inappropriate content flagged by u:
o Your Restricted Mode setting will apply to this browser only.

als. No filter is 100% accurate, but it should help you avoid most inappropriate content.

Unlock Restricted Mode on this browser

Restricted Mode lock prevents others from changi e Restricted Mode settings on this browser.

To unlock Restricted Mode:
You'll need to sign back into this account in order to unlock and disable Resku:ted Mode. Restricted Mode cannot be unlocked unless you're signed into this account.

Once you've signed into this account, scroll to the bottom of any YouTube page and click the Restricted Mode button. You'll then be able to unlock and disable Restricted Mode.

About Press Copyright Creators Advertise Developers +YouTube

Terms  Privacy  Policy & Safety ~ Send feedback  Try somethingnew! ~ © 2015 YouTube, LLC

Your're done!
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